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Question: 181

SRX Series device enrollment with Policy Enforcer fails To debug further, the user issues the following
commandshow configuration services securityaintelligence url

https:.//cloudfeeds.argon.juniperaecurity.net/api/manifeat.xml
and receives the following outpuit:

What is the problem in this scenario?

A. The deviceisdirectly enrolled with Juniper ATP Cloud.
B. The deviceis already enrolled with Policy Enforcer.

C. The SRX Series device does not have a valid license.

D. Junos Space does not have matching schema based on the

Answer: C
Question: 182

You are asked to deploy filter-based forwarding on your SRX Series device for incoming traffic sourced from the
10.10 100 0/24 network in this scenario, which three statements are correct? (Choose three.)

A. You must create a forwarding-type routing instance.

B. You must create and apply a firewall filter that matches on the source address 10.10.100.0/24 and then sends this
traffic to your routing

C. You must create and apply a firewall filter that matches on the destination address 10 10.100.0/24 and then sends
this traffic to your routing instance.

D. You must create a RIB group that adds interface routes to your routing instance.

E. You must create a VRF-type routing instance.

Answer: A,B,.D

Question: 183

Y ou are asked to provide single sign-on (SSO) to Juniper ATP Cloud.
Which two steps accomplish this goal ? (Choose two.)

A. Configure Microsoft Azure as the service provider (SP).

B. Configure Microsoft Azure as the identity provider (IdP).

C. Configure Juniper ATP Cloud as the service provider (SP).

D. Configure Juniper ATP Cloud as the identity provider (1dP).
Answer: B,C

Question: 184

Y ou want to identify potential threats within SSL -encrypted sessions without requiring SSL proxy to decrypt the
session contents.

Which security feature achieves this objective?



A. infected host feeds

B. encrypted traffic insights
C. DNS security

D. Secure Web Proxy

Answer: B
Question: 185
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Event Thme Status Description

ALR17,/ 20221 252 PM 1] Encrypted walfic insights d.. Encrypted Traffic insights detected host (onl.'\e(!i ng to 203.0,1.1 a7 lpﬂmi.n
AU 17, 2022 1244 PM 71 cC hie Host attompted to conact a CAC server ot 203.0.113.7 (block).

Aug 17,2022 1244 P 1] €C hie Hazt sttempted 1o contact a CAC zerver ot 203.0.113.7 (block).

AUg 17, 2022 1:22 AN ] Encrypted traffic insights d . Encrypted Traffic intights detected host connecting ta 203.0.113.7 (permit).
Aug 17, 202211:21 AW ) Encrypted tradic insights d... Entrypted Traffic insights detected host connecting ta 203.0.113.7 (permit).

You are using ATP Cloud and notice that thereis a host with a high number of ETI and C& C hits sourced from the
same investigation and notice that some of the events have not been automatically mitigated.

Referring to the exhibit, what is a reason for this behavior?

A. The C&C events are false positives.

B. Theinfected host score is globally set bellow a threat level of 5.
C. Theinfected host score is globally set above a threat level of 5.
D. The ETI events are false positives.

Answer: D
Question: 186

Exhibit



user@srx> show security/ flow session/ family inece|
Flow Sessions on FEC1l0 PIC1: i) '
Seassion ID: 410000066, Policy name: default—-policy-00/2, Timeout: 2, Valid
In: 2001:db£8::6:2/3 > 2001:db£8:5::2/7214;icmp6, If: ge—7/1/0.0, Pkts: 1,
Bytes: 104, CF Session ID: 410000076
out: 2001:db£8:5::2/7214 —-->/2001:db£f8:5::2/323;icmp6, If: .local..0, Pkts: 1,
Bytes: 104, CP Session ID: 410000076
Session ID: 410000068, Policy name: default=-policy—-00/2, Timecut: 2, Valid
In: 2001:dbf8::6:2/4/ —~>2001:dbf8:5::2/7214;icmpé, If: ge-7/1/0.0, Pkta: 1,
Bytes: 104, CP Session ID: 410000077
out: 2001:dbf8:5::2/7214 '--> 2001:dbfB8::6:2/4;icmpé, If: .local..0, Pkts: 1,
Bytes: 104, CP Session /ID: 410000077
Total sessions: 2

Which statement is true about the output shown in the exhibit?

A. The SRX Series device is configured with default security forwarding options.

B. The SRX Series device is configured with packet-based 1Pv6 forwarding options.
C. The SRX Series device is configured with flow-based 1Pv6 forwarding options.
D. The SRX Series deviceis configured to disable IPv6 packet forwarding.
Answer: A

Question: 187
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fedit)
user@srx¥ show interfaces ge-0/0/1
unit 0 {
family inet (
filter
anput my-filtex;
}
address 172.25.0.1/24;
address 172.25.1.1/24;

}
[edit])
user@srx# show routing—instances
ISP=1 {

instancertype forwarding;

routing-options {

static {
route: 0,0,0.0/0 next-hecp 172.20.0.2;

}
[edit])
user@srxg show/ routingrecptions

static {

rovts 0,000, 0/0 next-hop 172.21.0.2;
|
}
intexface-routss
ribragroup | inet my—-rib-group;
.
}
Drbrgrouns {

mymribrgroup; {
amport-rib [ inet.O SP-1.inet.0 ];

1
i

Y ou are implementing filter-based forwarding to send traffic from the 172.25.0.0/24 network through ISP-1 while
sending all other traffic through your connection to ISP-2. Y our ge-0/0/1 interface connects to two networks, including
the 172.25.0.0/24 network. Y ou have implemented the configuration shown in the exhibit. The traffic from the
172.25.0.0/24 network is being forwarded as expected to 172.20.0.2, however traffic from the other network
(172.25.1.0/24) is not being forwarded to the upstream 172.21.0.2 neighbor.

In this scenario, which action will solve this problem?

A. You must specify that the 172.25.1.1/24 |P address is the primary address on the ge-0/0/1 interface.

B. You must apply the firewall filter to the |00 interface when using filter-based forwarding.

C. You must add another term to the firewall filter to accept the traffic from the 172.25.1.0/24 network.

D. You must create the static default route to neighbor 172.21 0.2 under the I SP-1 routing instance hierarchy.



Answer: D

Question: 188

Exhibit

May 23 0S5:20:34 Vendor-Id: 0 Attribute Type:Reply-Message (18) Value:string-type
Length: 36

May 23 05:20:34 authd radius parse message:generic—type:l8

May 23 05:20:34 Vendor—-Id: 0 Attribute Type:Reply-Message (18) Value:string-type
Length:15

May 23 05:20:34 authd radius parse measage:generic-type:1l8

May 23 05:20:34 Framework - module (radius) return: FAILURE

Y ou configure a traceoptions file called radius on your returns the output shown in the exhibit
What is the source of the problem?

A. An incorrect password is being used.

B. The authentication order is misconfigured.

C. The RADIUS server |P addressis unreachable.

D. The RADIUS server suffered a hardware failure.

Answer: D
Question: 189

Your Source NAT implementation uses an address pool that contains multiple 1Pv4 addresses Y our users report that
when they establish more than one session with an external application, they are prompted to authenticate multiple
times External hosts must not be able to establish sessions with internal network hosts

What will solve this problem?
A. Disable PA

B. Enable destination NA

C. Enable persistent NAT

D. Enable address persistence.

Answer: B
Question: 190

What is the purpose of the Switch Microservice of Policy Enforcer?
A. to isolate infected hosts

B. to enroll SRX Series devices with Juniper ATP Cloud

C. to ingpect traffic for malware

D. to synchronize security policiesto SRX Series devices

Answer: A

Question: 191
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Referring to the exhibit, which statement is true?

A. This custom block list feed will be used before the Juniper Seclntel

B. This custom block list feed cannot be saved if the Juniper Seclntel block list feed is configured.
C. This custom block list feed will be used instead of the Juniper Seclntel block list feed

D. This custom block list feed will be used after the Juniper Secintel block list feed.

Answer: D

Question: 192
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Aug p il & (85 | - o A 11:28:23.434801:CID-Q;THREAQ;ID—OlzﬂT:<1?2.20.101.10/59009—
>10.0.1.128/22;6, 0x0> matched Eilter.TE:@Filturt

Aug 1 11:28:23 11:28:23.434805:CID—O:IHBERDQID-OI:RT:packet [64] 1paid = 36644,
@0xefl3edece

Aug 1 11:28:23 11:28:23.434810/:CTIP-0:;THREAD /IID-01:RT:~~~— £flow process pkt:

{(thd 1): flow ctxt type 15, common/ £lag0x0, mbuf 0x6918bL800, rtbl idx = O

Aug 1 11:28:23 11:28:23.434817:CID-0:THREAD ID-01:RT:ge-0/0/4.0:
172.20.101.10/59009->10.0.1.129/22,| ccp,  £lag 2 syn

Aug 1 11:28:23 11:28:23.434819%9:CID~0:THRERD TID~-0Y:RT:find flow: table
O0x206a60a0, hash 43106 (0xffff), =a 172.20.101.10, da 10.0.1.129, ap 53005, dp
22 prota 6 tok 9, conn-tag 0x00000000

Aug 1 11:28:23 11:28:23 found, =tarc
first pa in_tunnel -

Aug 17 :23 1 = _create session
Aug 1 11:28:23 11:28:2 K dast_nat: in
<ge-—0 4.0>, ous A t adr 1 >3 dp &

n;c 11:28:23 1 = < 4 152 CLE THRERL D-01:27T e serface ge—i 0/ 4
as incoming at iE

Ll - ; - t ‘é iy - T - i - - 2 —_.\(-—‘.--

The exhibit shows a snippet of a security flow trace.

In this scenario, which two statements are correct? (Choose two.)

A. This packet arrived on interface ge-0/0/4.0.

B. Destination NAT occurs.

C. The capture is a packet from the source address 172.20.101.10 destined to 10.0.1.129.
D. An existing session is found in the table.

Answer: A,C,D

Question: 193

Regarding IPsec CoS-based VPNs, what is the number of IPsec SAs associated with a peer based upon?
A. The number of traffic selectors configured for the VP

B. The number of CoS queues configured for the VP

C. The number of classifiers configured for the VP

D. The number of forwarding classes configured for the VP

Answer: A
Question: 194
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p— T
user@branchl§ show interfaces R
ge-0/0/2 {
unit 0 {
family inet {
dhcp;

}

}
st0 {
unit 0 {
family inet | {
addres=s 10.0.0.2/30;

-

}
[edit securityl zones]
usar@branchl$  show securxity-zone untrust
interfaces| |{
gemb/0/2L40
host-anpkbound-txraffic |

system—services | ; o e T =T,
ike;
dhep;
}
}
gateway gateway—1 { [
ike-policy ike-poliley-1i}
address 203.0.113.5;
local-identity hostname  "kbranchl@srx.juniper.net';
external-intexface| ger-0/0/2;
}
{edit securizy | ikel]
user@corporates  show
pelicy ikerpolicy-branchl |
mode| main;
proposal -set standard;
prershared-key ascii-text "$956st6CpOhSeX7VIRTVWYZG1AB"; #f SECRET-DATA

}
gatewsay cateway—branchl ({
ike-policy ike-policy-branchl;
’

dynamic/ hostname "branchl@srx.juniper.net";

external-interface ge-0/0/1;

You are trying to configure an 1Psec tunnel between SRX Series devicesin the corporate office and branchl. You
have committed the configuration shown in the exhibit, but the IPsec tunnel is not establishing.

In this scenario, what would solve this problem.

A. Add multipoint to the st0.0 interface configuration on the branchl device.

B. Change the IKE proposal -set to compatible on the branchl and corporate devices.
C. Changethe local identity to inet advpn on the branchl device.

D. Change the IKE mode to aggressive on the branchl and corporate devices.

Answer: C



Question: 195

Y ou want to configure a threat prevention policy.
Which three profiles are configurable in this scenario? (Choose three.)

A. device profile

B. SSL proxy profile
C. infected host profile
D. C&C profile

E. malware profile

Answer: A,D,E
Question: 196

You are asked to detect domain generation algorithms
Which two steps will accomplish this goal on an SRX Series firewall? (Choose two.)

A. Define an advanced-anti-malware policy under [edit services).
B. Attach the security-metadata- streaming policy to a security

C. Define a security-metadata- streaming policy under [edit

D. Attach the advanced-anti-malware policy to a security policy.

Answer: A,D
Question: 197

Y ou are deploying a virtualization solution with the security devicesin your network Each SRX Series device must
support at least 100 virtualized instances and each virtualized instance must have its own discrete administrative
domain.

In this scenario, which solution would you choose?

A. VRF instances
B. virtual router instances
C. logical systems
D. tenant systems

Answer: C
Question: 198
Exhibit
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Y ou configure Source NAT using a pool of addresses that are in the same subnet range as the external ge-0/0/0
interface on your VSRX device. Traffic that is exiting the internal network can reach external destinations, but the




return traffic is being dropped by the service provider router.

Referring to the exhibit, what must be enabled on the vSRX device to solve this problem?

A. STUN

B. Proxy ARP

C. Persistent NAT
D. DNS Doctoring

Answer: D
Question: 199
Exhibit

[edit tenants TSYS1 security)

user@arx¥ show

log {

mode: strxeam;

stream TNl s format binary host 10.3.54.22
source address 10.3.45.66

transport protocol tls

}

[edit system security-profile pl)
user@sasrx® ahow
security~log-stream-number reserved 1

security-log—stream-numpber maximum 2
An administrator wants to configure an SRX Series device to log binary security events for tenant systems.
Referring to the exhibit, which statement would complete the configuration?
A. Configure the tenant as TSY Sl for the pi security profile.
B. Configure the tenant as root for the pi security profile.
C. Configure the tenant as master for the pi security profile.

D. Configure the tenant as local for the pi security profile

Answer: B
Question: 200

Y our company wants to use the Juniper Seclntel feeds to block access to known command and control servers, but
they do not want to use Security Director to manage the feeds.

Which two Juniper devices work in this situation? (Choose two)
A. EX Series devices

B. MX Series devices
C. SRX Series devices



D. QFX Series devices

Answer: B,C
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